
Games–BasedModel Checkingof Protocols: counting doesn’t count

Tim Kempster, Colin Stirling andPeterThanisch
Institutefor ComputingSystemsArchitecture

Divisionof Informatics
Universityof Edinburgh,

EdinburghEH9 3JZ, Scotland,
email:

�
tdk,cps,pt� @dcs.ed.ac.uk

Abstract

We introducea techniquethat canbeusedto modelthe
behaviourof protocols.In our modeleach processwithin a
protocolbelongsto aparticular class.A setof rulesgoverns
thebehaviourof a processwithin a processclass.Therules
give rise to a transitionsystemthat modelsthe behaviour
of theprotocol.Byexploiting thehomogeneousbehaviorof
a processwithin a particular classit is possibleto model
the behaviourof an unboundednumberof processesin a
waythat resultsin a finite (andin mostcasessmall) transi-
tion system.Wedemonstratethis techniquebymodelingthe
popular two-phasecommitprotocol. CTL propertiescan
be modelchecked in the resultingtransition systemusing
a gamesbasedmodelchecking algorithm. This technique
hastheadvantagethat theentire transitionsystemneednot
alwaysbegenerated. Furthermore, it providesevidenceto
verify or refutethepropertybeingchecked. Usingthetwo-
phasecommitexample, wecheck someelementaryproper-
ties.

1. Intr oduction

Computersand computingsystemsare becomingcon-
nectedin ways that will shapethe world we live in for-
ever. Advancesin computernetworks will provide huge
bandwidthcommunicationchannelsbetweenevery corner
of the globe, connectingbillions of autonomouscomput-
ing devices (processes)into large distributedsystems. In
the future, for example,embeddedprocessorsin electrical
appliancesmight communicatetheir usagepatterns,via the
Internet,toelectricityprovidersallowing themtobetterplan
production.

A protocolallows a groupof processesto exchangein-
formation, and solve a commontask. Existing protocols
solve problemssuchaselectinga leaderfrom a group or
reliablyexchanginginformationwhenfailurescanoccur.

As we adoptthesesolutionsinto our liveswe become
moreandmorerelianton them.For this reasonit is impor-
tant to fully understandthemandto beconfidentthat their
behaviour is asintended.

We provide a generalmethodin which to modelproto-
cols. Processesthatexhibit similar behaviour in a protocol
aregroupedinto classes,andrulesfor eachclassaregiven.
Wethenshow how atransitionsystemcanbeautomatically
generatedfrom this model. By exploiting the regular be-
haviour of processeswithin a particularclasswe areable
to modelanunboundednumberof processesusinga finite
transitionsystem.Temporalpropertiesof protocolscanbe
expressedin CTL[2]. We provide a games–basedmodel
checkingtechniqueto verify or refutepropertiesin amodel.
Two majoradvantageswith this modelcheckingtechnique
arediscussed.Throughoutthepaper, we usethetwo-phase
commitprotocol[1] asasa casestudyfor our techniques.

2. Modeling Protocols

2.1. Processes,Statesand Views

Wemodelaprotocolasasystemof processes.Processes
communicateby meansof asynchronousmessagepassing.
Eachprocessbelongsto aparticularclassof processes,cor-
respondingto the role it plays in the protocol. Processes
have a setof local statevariables.Eachclasshasa setof
rules that determinethe behaviour of all processeswithin
thatclass.

Let � be a processfrom class � . We say � hasa local
statevariable����� . Eachvariablemay take a finite number
of values.For instanceif � ’s variable � is in state� we say
�����
	�� holds.

Togetherwith its local stateeachprocesshasa view of
the internal stateof remoteprocesses.This view is con-
structedfrom informationit receivesfrom remoteprocesses



in theform of messages.We say,
� � �
	����

holdsatprocess� if themostup to datemessage� received
from � informed � that � wasin statex. We restrictour at-
tention to asynchronousmessagepassingwheremessages
arenever lost duringtransmissionbut thereis no boundon
their transmissiontime. We alsoassumethatmessagesar-
rive in theorderthey weresent.It is importantto notethat
if at somepoint, � is in state� thenthis doesnot imply that
at a remoteprocess,� , � � ��	���� will hold. This is because
themessagereporting� ’sstatechangemaynothavearrived
at � yet. Similarly, if at � , � � ��	���� holds,this doesnot
imply that � is still in statex.

2.2. Rules

The behaviour of eachprocesswithin a particularclass
is definedby a set of rules. Eachrule consistsof a pre-
conditionandapostaction.Let � bearulefor aclassof pro-
cesses� , and� aprocessfrom thatclass.Thepre-condition
of � makesassertionsover � ’s local statetogetherwith � ’s
view of remoteprocesses’states. If the pre-conditionof
rule � holdsfor � then � ’s postactionmayhappenchang-
ing the local stateat � . When � ’s local stateis updatedin
thepostactionof arule,amessageis sentto any processthat
maintainsa view of � ’s state,enablingthemto updatetheir
view of � ’snew local state.

To exemplify this idea let � and � be classesof pro-
cessesboth with a singlestatevariable � , which may take
oneof two values� or � . Processes,� and � , from classes
� and � respectively both have their � variableinitialised
to � . Let class� havethesinglerule

��� � ���
	��� � ����	��
andclass� have thesinglerule

� � � �"! �$# � � �
	%���
�����&��	'�

If we considera systemwith two processes,�)( and �+* ,
from class � andoneprocess,� from class � we will see
all thepossiblebehavioursin Figure1.

3. Modeling Two-PhaseCommit

We now introducea model of the popular centralised
two-phasecommit protocol widely used in distributed
databasetechnology[3]. Thisprotocolconsistsof a transac-
tion coordinatorandsomenumberof datamanagersor par-
ticipants. Whenthe operationsof a transactionhave com-
pleted1 the commit protocol is invoked. The coordinator

1Many differentvarietiesof two-phasecommitexist. In somethecom-
mit protocolis invokedbeforeall theoperationshave completed.
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Figure 1. We can see the possib le diff erent
behaviour of the simple protocol above. A
single � class process moves from state x to
state y. Once the two processes � ( and � *
view this state chang e they also move from
state x to state y.

askseachparticipantto voteon thefeasibility of the trans-
action.If all participantsvote’yes’ thenthecoordinatorcan
decideto commit the transactionandthussendsa commit
messageto eachparticipant.Onreceiptof thiscommitmes-
sagea participantentersits commitstate.If anyparticipant
votes’no’ it entersits abortstateandsendsan abortmes-
sageto its coordinator. Whenthecoordinatorreceivesthis
messageit sendsan abortmessageto eachremainingpar-
ticipants. On receiving an abortmessageeachparticipant
entersits abortstate.Perhapsthe mostimportantproperty
of commit protocolsis that of atomicity, eitherall partici-
pantscommitor elsethey all abort.

In our notationwe have two classesof processes.The
coordinatorclass 2 andtheparticipantclass � . Processes
from eachclasshave a singlestatevariable � . In the case
of the coordinatorthis variablemay take valuesi (initial),
c (commit) or abort a (abort). In addition to thesestates
participantshave a furtherstatew (wait). In thecentralised
two-phasecommitwemodel,all communicationis between
a participantanda singlecoordinator. For this reasoneach
participantmaintainsa view of it’s coordinatorsstateand
thecoordinatormaintainsa view of thestateof eachof the
participantsit is coordinating.Table1 summarisesthis.
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Participant 3 Coordinator4
StateValues i, w, a, c i, a, c
Number Many processes SingleProcess
Views View of Coordinator View of participants

Table 1. Table of state in centralised two-
phase commit

Wenow givetherulesfor eachof theclasses.Thepartic-
ipant processeshave four rules,the first two rules,P1 and
P2, allows a participantto vote ’yes’ andenterits w state
or vote ’no’ andenterits a state. It shouldbe notedthat
participantshave a non-deterministicchoiceof whetherto
commitor abort.

� � � �����
	�5��������	�6
��7 � �����
	85��������	89

Thenext two rules,P3 andP4, allow a participantto enter
eithera c stateif it views its coordinatorin thec stateor to
abortenteringa if thecoordinatoraborts.

�;: � �����
	'6=< �?> ! 2
# > ���
	@�BA�����&��	'A
�&C � �D� � !FE 6�#G5IHJ< �?> ! 2
# > ���
	��B9�D� �;��	89

Only oneprocessexists in the coordinatorclass 2 and
this hasonly two rules. The first allows a coordinatorto
enterthe c stateif its view of all of its participantsshows
that they have all enteredtheir w state(i.e. they have all
voted’yes’). Thesecondrule allows a coordinatorto enter
the a stateif its view of any of its participantsshows that
onehasenteredthea state(i.e. oneof theparticipantshas
voted’no’).

KJ� � > ���
	'5L<�MN�
! �L#O�D� �P	@��6

> � �;��	8A
K 7 � > � �
	�5�< � � ! �L#Q�����P	��B9�����&��	�9

4. Representingthe System

4.1. Naive Approach

If werestrictourmodelto afixednumberof participants
� ( #R�S�R�T#U�+V and a single coordinator > , a systemconfigu-
ration W canbe modeledas the compositionof thesepro-
cesses,XY� ( #R�S�R�S#U�+VZ# >S[ . Oursystemevolvesby takingsteps.
Thesystemmaytake a stepif any processwithin this com-
positiontakesa stepby executingoneof therules. Thusif

rule
��7

happensatprocess�]\ whichwecanwrite as�]\_^�`a]b
�]c\ , then W ^�`a+b Wdc whereWdc]	@X�� ( #R�S�S�S#U�]c\ #S�R�S�T#e�]VZ# >S[ .

Thesystemcanalsotakeastepby updatingtheview of a
process.For example,if process�]\ ’s view of thecoordina-
tor is 5 but thecoordinatorsstateis actuallya then� \ ’sview
of > � � canbeupdatedto thevalue 9 . Thismodelsamessage
arriving.

A runof theprotocolis thereforeanevolutionof thesys-
tem

W ( b W * b �S�R�
.

4.2. Counting Doesn’tCount

In many protocolsof interestprocesseswithin eachclass
are anonymous. The above representationtherefore is
wastefulbecauseif two processesexist in the samestate
within a classthey arerepresentedtwice. Furthermore,the
pre-conditionsof rules often only assertthat either none,
some, or all processesfrom a classarein a particularstate.
For examplein thetwo-phasecommitprotocola coordina-
tor movesto c if its view of the participantsetis that they
areall in thew state.

Wecanthereforerepresentanunboundednumberof pro-
cessesof a particularclassusinga setof states. This set
representsthepossiblestatesa processmight bein. For ex-
ample,initially participantshave an internalstate�D� �f	g5
togetherwith a view of thecoordinatorsstate,alsoequalto
i, which wecanwrite thisas 5eh . Wherethesuper-scriptrep-
resentsthe participantsview of the coordinatorsstate.We
cannow representa set of participantsall in this stateasE 5 h H . Supposeoneof theseparticipantsnow votes’yes’ and
movesto state6 . Werepresentthisastheset E 5 h #i6 h H . This
meanssomeparticipantsarein state5 h andsomearein 6 h .
Supposenow anotherparticipantvotes’yes’. Wecanderive
two differenttransitionsdependingonwhetheror not this is
the lastparticipantin thesetto vote. If we do we arrive at
theset E 6 h H or if not we cycle to theset E 6 h #j5 h H . Figure2
demonstratesthe ideaof collapsinga representationby ex-
ploiting processesanonymity within aclass,by showing the
first few transitionsfor participants.

A processof anotherclasscannow keepacollapsedview
of aclassusingthesamemethod.In ourexamplethesingle
coordinatorprocessnow maintainsa view set. This repre-
sentsthe coordinatorsview of the possibledifferentstates
of theparticipantprocesses.Thusif theparticipantsarerep-
resentedby theset E 5 h #G6 h #G9 h H , thenthecoordinator’sstate
canberepresentedas 5lkimLn hpo . Thecoordinatorsview is up-
datedwhena messagearrivesinforming it that oneof the
participantshasmoved to the a. This resultsin the state
5lkimLn h n q o .

This techniqueprovidesus with a methodthat enables
usto modelanunboundednumberof participantswith only
very few states.It doeshowever introducetwo problems.
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Figure 2. Collapsing multiple processes
within the par ticipant class. In order to
keep our example small we omit the possib le
transitions whic h occur due to comm unica-
tion between the coor dinator and par ticipant
classes.

Firstly, it is no longerpossibleto makecertainassertions
aboutour groupof processes.An examplewould be,“half
thegrouparein statew”. If our protocolrequiresthis type
of assertionthenwe mustmake this differentiationin our
representation.For examplewewouldneedto recordwhen
none,some,half, or all processesenteredstatew. Fortu-
nately, in our simple examplewe only useuniversaland
existentialquantificationso our currentcollapsingscheme
is sufficient.

Secondly, the collapsing schemeinadvertently intro-
ducesnew behaviour. In Figure2 we canseethat cycles
arepresentaroundcertainstates.Our transitionsystemis
thereforeinaccuratein the sensethat no run of the proto-
col with a finite numberof participantscouldcycle in these
statesforever. Whencheckingsafetypropertiesweneednot
worry aboutthesecyclesbut for livenesspropertiesthey are
a problem. Fortunately, it is possibleto detectthesefalse
cyclesusinga countingschemeandremove them. We do
notprovide thedetailsof this detectionalgorithmhere.

Using the “counting doesn’t count” techniqueabove
softwarewaswritten to automaticallygeneratea transition
systemfrom a pre-conditionpostactionspecification.Fig-
ure3 shows thetransitionsystemgeneratedfrom thespec-
ification of thetwo-phasecommitprotocolof Section3. In
thediagramonly, in orderto keepthestatespacesmall,we
omit rule P4, i.e. all participantsmustvote ’yes’. We can
seethis only resultsin 18 states.

5. ExpressingPropertiesof Protocols

In the previous sectionswe have shown how our pre-
conditionpostactionmodelcanbetranslatedinto a labeled
transitionsystem.Rulesof our protocolmove onesystem
configurationto anotherproducinglabelledtransitions.Our
protocolrulestake onesystemconfigurationto thenext. In
thissectionwe show how to verify or refutetemporalprop-

Figure 3. Transition system generated from
the pre-condition postaction specification of
two-phase commit in Section 3.

ertiesof a systems.We say

W u 	8v

If property v is valid for oursystemconfigurationW .
The temporal logic we use to expresspropertiesis a

slight variantof computationtreetemporallogic, CTL due
to Clarke,EmersonandSistla.In thefollowing w is asetof
rule names(transitionlabelsor actions),we use x to range
over this set. We usethesymbol’ a ’ to representany rule
from thesetof all rules. We introduceatomicformula, y ,
which are propositionsover a systemstate. An example
from thetwo-phasecommitprotocolmightbe,“the coordi-
natoris in statec”.

vz�p��	 {|{}u�~�v�u&v ( <�v * u"� w��Uv�u��Uw��Gv� Xlv (d� v * [ u
�PXlv ()� v * [ u
y

Thedefinitionof satisfactionbetweenaconfigurationW?�
anda formulaproceedsby inductionon theformula.
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W u 	'{N{
W u 	�vF<�� �p� W�u 	�v ���]��W u 	��
W u 	�� wf��v �p� M+W)c c !�E Wdc
��W��a+b W)ce#Dx ! w�HQ#

W c c u 	�v
W u 	��Uw��jv �p� � Wdc c !�E Wdc
��W��a+b W)ce#Dx ! w�HQ#

Wdc c�u 	�v
W?��u 	 � XIv � � [ �p� ���Q���O p N�G¡¢�¢£dW?� �S¤a+b W (¥�§¦aZb �S�R�¨j©«ª � ª �¬£�­�®°¯P±�� ¨j© W«\²u 	��°���¢�

���Q���O p ´³µ�O¯$¶�³µ·¸­¹#dWNº;u 	�v
W?��u 	8�PXIv � � [ �p� ���Q��£G�O» ª �j¡«�&W?� �S¤a+b W (¥�§¦aZb �S�R�¨j©«ª � ª �¬£�­�®°¯P±�� ¨j© W«\²u 	��°���¢�

���Q���O p ´³µ�O¯$¶�³µ·¸­¹#dWNº;u 	�v
W?��u 	�~ � XIv � � [ �p� ���Q��£G�O» ª �j¡«�&W?� �S¤a+b W (¥�§¦aZb �S�R�

���Q���O p N­²®°¯«#LX¼W«\�u 	8~��°�Q�¨j©«ª � ª �¬£)³µ�O¯�¶�³µ·°­j#�WNº;u 	�~�v [
W?��u 	�~��PXIv � � [ �p� ���Q���O p N�G¡¢�¢£dW?� �S¤a+b W (¥�§¦aZb �S�R�

���Q���O p N­²®°¯«#LX¼W«\�u 	8~��°�Q�¨j©«ª � ª �¬£)³µ�O¯�¶�³µ·°­j#�WNº;u 	�~�v [
W u 	'y �p� � ¨ �O»$�¾½����O�j»�¡« ¬�By © �O ¬�«£

For thesakeof brevity wehaveomittedsomeof thenegated
formulasfor exampleW u 	�~L�Uw��Gv��p�fW�u 	�� w���~�v .

Strong Liveness properties are expressed using¿ Xlv�À�� [ For example if y is the atomic proposition
“The coordinatoris in statec”, then formula

¿ XU{N{�À�y [
meansin all runsthecoordinatoreventuallycommits.

Strong Safety properties are expressed using
~�ÁÂXlv�À�v [ . For example if y is the atomic proposi-
tion “A participantis in c and anotheris in a”, then the
formula ~�ÁÂXi� a �Ã{|{BÀ�~�y [ expressesthe inability to reach
astatewhereatomicity2 is violated.

6. Games-BasedModel Checking

The “property checkinggame” ÄµX¼WÅ#§v [ , when 2 is a
transitionsystemand v is a normal formula, is playedby
two players,playersR (the refuter) and V (the verifier).
PlayerR attemptsto show that W fails to havethepropertyv
whereasplayerV wishesto establishthatthepropertyholds
of W .

A playof thegameÄµX¼W?�N#¹vÆ� [ is afinite or infinite length
sequenceof theform

X�W � #¹v � [ �S�R�RX�W V #§v V [ �S�R�
where each formula vÇ\ is a subformula of vÆ� , and
each W«\ is a systemconfiguration. If part of a play is
X¼W?�O#§vÆ� [ �R�S�RX�WNºO#¹v�º [ . thenthenext move andwhich player
makesit dependsonthemainconnectiveof theformula v�º .
All thepossibilitiesarepresentedbelow.

2Atomicity ensuresall participantseitherabortor commit.

È if v�º 	É� ( <Ê� * thenplayer R choosesoneof the
conjuncts�
\ , ­ !�EQË #¹Ì|H : the processWNºGÍ ( is WNº and
v ºGÍ ( is � \ .

È if v�º
	'~LXI� ( <�� * [ thenplayerV choosesoneof the
conjuncts�
\ , ­ !�EQË #¹Ì|H : the processWNºGÍ ( is WNº and
v�ºGÍ ( is ~��
\ .

È if v�ºÎ	 � wf��� then player R choosesa transition
WNº �a]b WQºGÍ ( with x ! w and v�ºGÍ ( is � .

È if v�º¥	Ï�ew��j� then player V choosesa transition
W º��a]b W ºGÍ ( with x ! w and v ºGÍ ( is � .

È if v�º
	8~Å~�� then WNºGÍ ( is WNº and v�ºGÍ ( is � .

È if v º 	 � Xl�&( � �
* [ then W ºGÍ ( is W º and v ºGÍ ( is �
*�Ð
Xi� a �Ã{|{
<�� a �IXI�&(�< � Xl�&( � �
* [i[i[

È if v�º�	z~ � Xl� (T� � * [ then WNºGÍ ( is WNº and v�ºGÍ ( is
~LXl� * Ð�XG� a �Ñ{N{�<F� a �ÃXl� ( < � XI� (T� � * [i[G[i[

È if v�º
	8�PXl� (T� � * [ then WNºGÍ ( is WNº and v�ºGÍ ( is � * Ð
� a �SXl�&(Å<Ò�PXI�&( � �
* [i[

È if v º 	�~��PXI�&( � �
* [ then W ºGÍ ( is W º and v ºGÍ ( is
~LXl� * Ð�� a �TXI� ( <Ò�
Xl� (T� � * [G[i[

Therulesappearto becomplicatedbecauseof thepres-
enceof negationin the logic. The refuterchoosesthenext
positionwhenthe formulahasthe form � ( <F� * or � w��U�
andtheverifier chooseswhenit hasthe form ~LXI� ( <�� * [
or ~L� wf��� . As thereareno choicesin the remainingrules
neitherplayeris responsiblefor them.Thefirst of thesere-
ducesa doublenegation. The remainingrulesarefor until
formulasandtheir negations.

Figure4 captureswhenaplayeris saidto win aplayof a
game.PlayerR wins if a blatantlyfalsepositionis reached
and player V wins if a blatantly true position is reached.
Condition2 identifieswhich playerwins an infinite length
play. For any infinite lengthplay of a CTL gamethereis
only oneuntil formulaor negationof anuntil formulawhich
occursinfinitely often. It is this formulawhichdecideswho
wins. If it is anuntil formulathenit is therefuterthatwins
andif it is thenegationof anuntil formulathenit is thever-
ifier thatwins. To detectwhena formulaandconfiguration
canappearinfinitely oftenweneedonly detectrepeats.

A strategy for a player is a family of rules which tell
theplayerhow to move. It sufficesto considerhistory-free
strategies,whoserulesdo not dependuponprevious posi-
tionsin theplay. ForplayerRruleshavethefollowing form.

È At position X�W�#§v ( <¸v * [ choose X�WÅ#¹vÇ\ [ where ­ !EQË #jÌ?H .
È At position X¼WÅ#R� w��Uv [ chooseX¼WdcU#§v [ where W �a]b Wdc

and x ! w .
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Player R wins

1. Theplay is X¼W?�Q#§vÆ� [ �R�S�ÓX¼W«VZ#¹vÇV [ and

È v V 	�Ô|Ô 3 or
È vÇV�	Õ~LXi� w��U� [ and E Wdc��"W �aZb W)c����¢��x !
wÖHP	�× .

2. The play X�W?�Q#§vÆ� [ �R�S�RX�W«VZ#¹vÇV [ �R�S� has infinite length
and there is an until formula

� Xl� (S� � * [ or
�PXI� (¹� � * [ which occursinfinitely often.

Player V wins

1. Theplay is X¼W � #§v � [ �R�S�ÓX¼W V #¹v V [ and

È v V 	�{|{ or
È vÇVJ	Ø� w��U� and E W)c;��W �a+b Wdc?���]��x ! w�H�	
× .

2. The play X�W � #§v � [ �R�S�RX�W V #¹v V [ �R�S� has infinite length
andthereis a negateduntil formula ~LX � XI� (T� � * [G[ or
~LXU�
Xl� (§� � * [G[ which occursinfinitely often.

Figure 4. Winning conditions

For theverifier ruleshaveasimilar form.

È At position X¼WÅ#¹~LXlv�(�<ÒvÇ* [i[ chooseX¼WÅ#¹v \ [ where­ !EQË #jÌ|H .
È At position X¼WÅ#R�ew��Gv [ chooseX¼WdcU#§v [ whereW �a+b Wdc

and x ! w .

A playerusesthestrategy Ù in a play if all hermovesin
the play obey the rules in Ù . The strategy Ù is winning if
theplayerwinseveryplay in whichsheusesÙ . Thefollow-
ing resultprovidesanalternativeaccountof thesatisfaction
relationbetweensystemconfigurationsandformulas.

Proposition1

1. If v ! CTL thenW u 	�v iff playerV hasa history-free
winningstrategy for ÄµX¼WÅ#§v [ .

2. If v ! CTL then WÊÚu 	�v iff playerRhasa history-free
winningstrategy for ÄµX¼WÅ#§v [ .

Proof: See[5].

7. CheckingAtomicity in Two PhaseCommit

As a simpleexamplelet y betheatomicformula“there
existsa participant� with �����Â	ÛA ” and Ü theatomicfor-
mula“thereexistsa participant� with ������	%9 . Thesafety

property~�ÁJXi� a �Ñ{|{�À ~LXUy@���¢�LÜ [G[ expressestheproperty
thatour systemnever reachesa statewhereoneparticipant
hascommittedandanotherhasaborted.

Again we rely of the anonymity of processesin atomic
formulae y , Ü . If � is the set representingthe possible
statesof participantsin oursystemthenfor someprocessto
bein statec means� � ! �L#��D� �
	'A .

We modelchecked this property, usingan implementa-
tion of the gamesbasedalgorithmabove, againstour sim-
ple two-phasecommit protocol. As expectedthe verifier
’V’ produceda historyfreewinning strategy. If we addthe
following rule to oursystem

��Ý � �����
	'5�D� �;��	89
andcheckthesamepropertywefind thattherefuter’R’ has
a winning strategy. This is to be expectedbecausepartici-
pantsarenow ableto unilaterallycommitaswell asabort.
Many other interestingpropertiescan be checked in this
way.

Games-basedmodelcheckinghastheadvantageof pro-
ducinga strategy that provesor refutesthe propertybeing
checked. This providesa protocoldesignerwith a design
cycle. For example,if a safetypropertywereto fail a de-
signercan’play’ thegameandseeexactlywhy theproperty
fails. This thenleadsto modificationsof theoriginal proto-
col andre-verification.

8. Conclusionsand Future Work

We have shown how protocolscanbe modeledusinga
simplerule basednotation. In this notationa processhas
someinternalstatetogetherwith aview of remoteprocesses
state.A rulechangesthisstatebasedonits currentstateand
its view of otherprocessesstate.Whena processchanges
stateamessageis sentto otherprocessesinformingthemof
this fact.

Givensuchamodelwehaveshown how atransitionsys-
temcanbegenerated.A naive strategy leadsto very large
statespacesbut wecanexploit thehomogeneousbehaviour
of processeswithin a particularclassto reducethis dramat-
ically. This techniqueallows us to reasonaboutprotocols
with an unboundednumberor processes.It doeshowever
restrictthe typesof assertionswe canmake aboutour sys-
tems.Froma practicalperspective this restrictiondoesnot
preventusfrom checkingmany interestingproperties.

A games-basedmodelcheckingprocedurewasdescribed
wherea verifier ’plays’ a gameagainsta refuter. The ver-
ifier tries to prove a temporalproperty, expressedin CTL,
whereastherefutertriesto disproveit. Thisstrategyhastwo
advantagesover someother model checking techniques.
Firstly, whena propertyholdsor fails evidenceis givento
supportthe fact. Secondly, our algorithmdoesnot always
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requirethewholetransitionsystemto begeneratedleading
oftenmakingmoreefficientthanalgorithmsthatexpandthe
entirestatespace.

In thispaperweassumemessagesareneverlost,only de-
layed,andthatprocessesnevercrash.By relaxingtheseas-
sumptionmany interestingpropertiesof protocolsemerge.
Futurework will incorporatetheseideasaswell asmodel-
ing morecomplex protocols. The modeldescribedin this
paperhasalreadybeensucessfulin describingmorecom-
plex protocols[4]. It is expectedthat using the ideaswe
haveoutlinedin this paperwe will besuccessfulin provid-
ing automatedverificationtechniquesfor a wide varietyof
protocolsandprotocolenvironments.
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