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Abstract

We introducea techniquethat can be usedto modelthe
behaviourof protocols.In our modelead processwithin a
protocolbelonggo a particular class.A setofrulesgoverns
thebehaviourof a processwithin a processclass. Therules
giverise to a transition systenthat modelsthe behaviour
of the protocol. By exploiting the homaeneousehaviorof
a processwithin a particular classit is possibleto model
the behaviourof an unboundechumberof processesn a
waythatresultsin a finite (andin mostcasessmall) transi-
tion systemWe demonstatethis techniqueby modelingthe
popular two-phasecommitprotocol. CTL propertiescan
be modelcheded in the resultingtransition systemusing
a gamesbasedmodelcheding algorithm. This technique
hastheadvantaye that the entire transitionsystenmeednot
alwaysbe generted. Furthermoe, it providesevidenceto
verify or refutethe propertybeingcheded. Using the two-
phasecommitexample we chedk someelementaryproper
ties.

1. Intr oduction

Computersand computingsystemsare becomingcon-
nectedin ways that will shapethe world we live in for-
ever. Advancesin computernetworks will provide huge
bandwidthcommunicationchannelsbetweenevery corner
of the globe, connectingbillions of autonomousomput-
ing devices (processesinto large distributed systems. In
the future, for example,embeddegrocessorsn electrical
appliancesnight communicateheir usagepatternsyia the
Internetto electricityprovidersallowing themto betterplan
production.

A protocolallows a groupof processeso exchangen-
formation, and solve a commontask. Existing protocols
solve problemssuchaselectinga leaderfrom a group or
reliably exchangingnformationwhenfailurescanoccur

As we adoptthesesolutionsinto our liveswe become
moreandmorerelianton them. For this reasorit is impor-
tantto fully understandhemandto be confidentthattheir
behaiour is asintended.

We provide a generalmethodin which to model proto-
cols. Processethatexhibit similar behaiour in a protocol
aregroupednto classesandrulesfor eachclassaregiven.
We thenshow how atransitionsystemcanbe automatically
generatedrom this model. By exploiting the regular be-
haviour of processesvithin a particularclasswe are able
to modelanunboundedumberof processesisinga finite
transitionsystem.Temporalpropertiesof protocolscanbe
expressedn CTL[2]. We provide a games—basethodel
checkingtechniqueo verify or refutepropertiesn amodel.
Two major advantagesvith this modelcheckingtechnique
arediscussedThroughouthe paperwe usethetwo-phase
commitprotocol[]] asasacasestudyfor ourtechniques.

2. Modeling Protocols
2.1 ProcessesStatesand Views

We modelaprotocolasasystenof processesProcesses
communicatéoy meansof asynchronousnessag@assing.
Eachprocess$elonggo aparticularclassof processes;or-
respondingo the role it playsin the protocol. Processes
have a setof local statevariables. Eachclasshasa setof
rulesthat determinethe behaviour of all processesvithin
thatclass.

Let p bea procesdrom classP. We sayp hasa local
statevariablep.s. Eachvariablemay take a finite number
of values.For instancef p’svariables is in statex we say
p.s = x holds.

Togetherwith its local stateeachprocesshasa view of
the internal stateof remoteprocesses.This view is con-
structedrom informationit recevesfrom remoteprocesses



in theform of messagesie say
q.s = <X

holdsat proces® if themostup to datemessage receved
from ¢q informedp thatq wasin statex. We restrictour at-
tentionto asynchronousnessageassingwheremessages
arenever lost duringtransmissiorbut thereis no boundon
their transmissiortime. We alsoassumdhat messagear-
rivein the orderthey weresent. It is importantto notethat
if atsomepoint, q is in statex thenthis doesnotimply that
ataremoteprocessp, q.s = <x will hold. Thisis because
themessageeportingg’s statechangenaynothave arrived
atp yet. Similarly, if atp, ¢.s = <1x holds, this doesnot
imply thatgq is still in statex.

2.2 Rules

The behaiiour of eachprocesswithin a particularclass
is definedby a setof rules. Eachrule consistsof a pre-
conditionandapostactionLet R bearulefor aclassof pro-
cessed’, andp aprocesgrom thatclass.Thepre-condition
of R makesassertion®ver p’s local statetogethemwith p's
view of remoteprocessesstates. If the pre-conditionof
rule R holdsfor p then R’s postactionrmay happenchang-
ing the local stateat p. Whenp's local stateis updatedn
thepostactiorof arule,amessagés sentto ary processhat
maintainsa view of p’s state,enablingthemto updatetheir
view of p’snew local state.

To exemplify this idealet P and @ be classesof pro-
cessedothwith a single statevariable s, which may take
oneof two valuesx ory. Processeg andgq, from classes
P and (@ respectiely both have their s variableinitialised
tox. Let class havethesinglerule

¢g.s=X
]_ -
Q q.8: =y
andclassP havethesinglerule
pp 4€Q ¢s=y
p.s=Yy
If we considera systemwith two processesp; andp,,

from classP andoneprocessyg from class@ we will see
all the possiblebehaioursin Figurel.

3. Modeling Two-PhaseCommit

We now introducea model of the popular centralised
two-phasecommit protocol widely used in distributed
databas¢echnology[3. This protocolconsistof atransac-
tion coordinatorandsomenumberof datamanager®r par
ticipants. Whenthe operationsof a transactiorhave com-
pleted the commit protocolis invoked. The coordinator

IMary differentvarietiesof two-phasecommitexist. In somethe com-
mit protocolis invoked beforeall the operationhave completed.

P.S PSS Q.S
A B
where
Alis pi'sviewof Q.s
Bis p,'sviewof q.s

Figure 1. We can see the possib le diff erent
behaviour of the simple protocol above. A
single @ class process moves from state x to
state y. Once the two processes p; and p
view this state change they also move from
state x to state y.

askseachparticipantto vote on the feasibility of the trans-
action.If all participantssote’yes’ thenthecoordinatorcan
decideto committhe transactiorandthus sendsa commit
messagéo eachparticipant.Onreceiptof thiscommitmes-
sagea participantentersits commitstate.lf any participant
votes’no’ it entersits abortstateand sendsan abortmes-
sageto its coordinator Whenthe coordinatorreceivesthis
messagét sendsan abortmessagéo eachremainingpar

ticipants. On receving an abortmessageachparticipant
entersits abortstate. Perhapshe mostimportantproperty
of commit protocolsis that of atomicity, eitherall partici-

pantscommitor elsethey all abort.

In our notationwe have two classesf processes.The
coordinatorclassC andthe participantclassP. Processes
from eachclasshave a single statevariables. In the case
of the coordinatorthis variablemay take valuesi (initial),
¢ (commit) or aborta (abort). In additionto thesestates
participantshave a furtherstatew (wait). In thecentralised
two-phaseommitwe model,all communicatiors between
a participantanda singlecoordinator For this reasoreach
participantmaintainsa view of it's coordinatorsstateand
the coordinatomaintainsa view of the stateof eachof the
participantst is coordinating.Tablel summariseshis.



ParticipantP CoordinatorC
StateValues| i, w, a,c i,a,c
Number Mary processes SingleProcess
Views View of Coordinator| View of participants

Table 1. Table of state in centralised two-

phase commit

We now givetherulesfor eachof theclassesThepartic-
ipant processe$ave four rules, the first two rules,P1 and
P2, allows a participantto vote 'yes’ andenterits w state
or vote 'no’ andenterits a state. It shouldbe notedthat
participantshave a non-deterministichoiceof whetherto
commitor abort.

ps=1i ps=1

P1: P2:

p.S =W "psi=a

The next two rules,P3 andP4, allow a participantto enter
eithera c stateif it viewsits coordinatorin the c stateor to
abortenteringa if the coordinatoraborts.

ps=wA3dceC(C,cs=<c
' psi=c

P3

pse{w,i} AdceC,cs=<a
' ps:=a

Only one processexists in the coordinatorclassC and
this hasonly two rules. The first allows a coordinatorto
enterthe c stateif its view of all of its participantsshavs
that they have all enteredtheir w state(i.e. they have all
voted'yes’). The secondule allows a coordinatorto enter
the a stateif its view of any of its participantsshows that
onehasenteredthe a state(i.e. oneof the participantshas
voted’'no’).

P4

c.s=1AVp€eP ps=<Iw
c.s:=c

Cl:

c.s=iANdpeP ps=<a
p.s:=a

C2:

4. Representingthe System
4.1 Naive Approach

If we restrictour modelto afixednumberof participants
p1,-..,pn anda single coordinatore, a systemconfigu-
rationC canbe modeledasthe compositionof thesepro-
cesses(ps, - - ., Pn, ¢). Oursystemevolvesby takingsteps.
The systemmaytake a stepif any processwithin this com-
positiontakesa stepby executingoneof therules. Thusif

ruleP2 happenstproces®; whichwe canwrite asp; LN
p;, thenC P2 ¢ whereC' = (P1y- Dby ey D0y C).

Thesystemcanalsotake astepby updatingtheview of a
processFor example,if proces;’s view of the coordina-
toris i but the coordinatorsstateis actuallya thenp;’s view
of c.s canbeupdatedo thevaluea. Thismodelsamessage
arriving.

A runof theprotocolis thereforeanevolution of the sys-
tem

Ci —Cy— ...

4.2 Counting Doesn’t Count

In mary protocolsof interestprocessewithin eachclass
are anorymous. The above representatiorthereforeis
wastefulbecausdf two processe®xist in the samestate
within a classthey arerepresentetivice. Furthermorethe
pre-conditionsof rules often only assertthat either nong
someor all processefrom aclassarein a particularstate.
For examplein the two-phasecommitprotocola coordina-
tor movesto c if its view of the participantsetis thatthey
areall in thew state.

We canthereforerepresenanunboundeciumberof pro-
cessedf a particularclassusing a setof states. This set
representshe possiblestatesa processnight bein. For ex-
ample,initially participantshave aninternalstatep.s = i
togethemwith aview of the coordinatorsstate alsoequalto
i, which we canwrite thisasi'. Wherethe superscriptrep-
resentghe participantsview of the coordinatorsstate. We
cannow represent setof participantsall in this stateas
{i'}. Suppos®neof theseparticipantsiow votes'yes’ and
movesto statew. We representhis astheset{i', wi}. This
meanssomeparticipantsarein statei’ andsomearein w'.
Supposeow anothemparticipantvotes'yes’. We canderive
two differenttransitionsdependingnwhetheror notthisis
the lastparticipantin the setto vote. If we do we arrive at
theset{w'} or if notwe cycle to theset{w!, il}. Figure2
demonstratethe ideaof collapsinga representatioby ex-
ploiting processeanorymity within aclass by shaving the
first few transitionsfor participants.

A proces®f anotherclasscannow keepacollapsedriew
of aclassusingthe samemethod.In our examplethesingle
coordinatomprocessnow maintainsa view set This repre-
sentsthe coordinatorsview of the possibledifferentstates
of theparticipaniprocessesThusif theparticipantsarerep-
resentedy the set{ii, w!, al}, thenthe coordinators state
canberepresente@si{™-i}. The coordinatorsiiew is up-
datedwhena messagarrivesinforming it that one of the
participantshasmoved to the a. This resultsin the state
i{w,i,a}_

This techniqueprovides us with a methodthat enables
usto modelanunboundedhumberof participantsvith only
very few stateslt doeshoweverintroducetwo problems.
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Figure 2. Collapsing multiple processes
within the participant class. In order to

keep our example small we omit the possib le
transitions whic h occur due to comm unica-
tion between the coordinator and participant
classes.

Firstly, it is nolongerpossibleto make certainassertions
aboutour groupof processesAn examplewould be, “half
thegrouparein statew”. If our protocolrequiresthis type
of assertionthenwe mustmalke this differentiationin our
representationf-or examplewe would needto recordwhen
none,some,half, or all processeenteredstatew. Fortu-
nately in our simple examplewe only use universaland
existential quantificationso our currentcollapsingscheme
is sufficient.

Secondly the collapsing schemeinadwertently intro-
ducesnew behaiour. In Figure 2 we can seethat cycles
are presentaroundcertainstates. Our transitionsystemis
thereforeinaccuraten the sensethat no run of the proto-
col with afinite numberof participantscouldcyclein these
statedorever. Whencheckingsafetypropertiesve neednot
worry aboutthesecyclesbut for livenespropertieghey are
a problem. Fortunately it is possibleto detectthesefalse
cyclesusinga countingschemeand remove them. We do
not provide the detailsof this detectiomalgorithmhere.

Using the “counting doesnt count” techniqueabove
softwarewaswritten to automaticallygeneratea transition
systemfrom a pre-conditionpostactionspecification.Fig-
ure 3 shawvs the transitionsystemgeneratedrom the spec-
ification of the two-phasecommitprotocolof Section3. In
thediagramonly, in orderto keepthe statespacesmall,we
omit rule P4, i.e. all participantsmustvote 'yes’. We can
seethis only resultsin 18 states.

5. ExpressingPropertiesof Protocols

In the previous sectionswe have shavn how our pre-
conditionpostactiormodelcanbe translatednto alabeled
transitionsystem. Rulesof our protocolmove one system
configuratiorto anothemproducingabelledtransitions Our
protocolrulestake onesystemconfigurationto the next. In
this sectionwe shaw how to verify or refutetemporalprop-

Figure 3. Transition system generated from
the pre-condition postaction specification of
two-phase commit in Section 3.

ertiesof a systemsWe say

CEao

If property® is valid for our systemconfiguratiorC.

The temporallogic we useto expresspropertiesis a
slight variantof computatiortreetemporallogic, CTL due
to Clarke, EmersorandSistla. In thefollowing K is asetof
rule nameg(transitionlabelsor actions),we usea to range
over this set. We usethe symbol’—’ to representry rule
from the setof all rules. We introduceatomicformula, X,
which are propositionsover a systemstate. An example
from the two-phasecommitprotocolmightbe,“the coordi-
natoris in statec”.

B = tt | =B | B AD, | [K]® | (K)D

A(®1 U, | E(@,Ud,) | X

Thedefinitionof satishctionbetweera configurationCy
andaformulaproceeddy inductiononthe formula.



CEtt

CEOAT if C=dandCET

C = [K)® iff vC"e{C' :C->C' a€K},
C" = ®

C = (K)® iff 3" e{C' :C->C', a€K},
C"E®

for all runs Co —% C; —2» ...
thereis ¢ > 0 with C; = ¥ and
forallj:0<j<i,Ci=®
for some run Co —% C; —2» ...
there is i > 0 with C; = ¥ and
forallj:0<j<i,Ci=®
for some run Cy — C; —2» ...
foralli >0, (C; = —-% or
thereis j: 0< j <4, C; = @)
for all runs Cy —% C —2» ...
foralli >0, (C; = ¥ or
thereis j: 0< j <, C; = @)
Atomic formula X holds

Col=A@UT)  iff

Co=E(@UT) iff

Co = ~A(RUD) iff

Co = -E(@UT) iff

ClkX iff

For thesale of brevity we have omittedsomeof thenegated
formulasfor exampleC = —(K)® iff C |= [K]-®.

Strong Liveness properties are expressed using
A(®U @) For exampleif X is the atomic proposition
“The coordinatoris in statec”, thenformula A(tt U X)
meansn all runsthe coordinatoreventuallycommits.

Strong Safety properties are expressed using
-E(®U ®). For exampleif X is the atomic proposi-
tion “A participantis in ¢ and anotheris in a@’, thenthe
formula—E({—)tt U =X) expressesheinability to reach
astatewhereatomicity? is violated.

6. Games-Basedodel Checking

The “property checkinggame” G(C, ®), whenC is a
transitionsystemand @ is a normalformula, is playedby
two players,playersR (the refuter)and V (the verifier).
PlayerR attemptdo show thatC failsto have the property®
whereagplayerV wishesto establistthatthepropertyholds
of C.

A play of thegameG(Cy, ®) is afinite or infinite length
sequencef theform

(Co, @) . .. (Cny Bn) ...

where each formula ®; is a subformula of ®,, and
each(; is a systemconfiguration. If part of a play is
(Co, ®9) ... (Cj, ®;). thenthe next move andwhich player
malkesit depend®nthemainconnectve of theformula®;.
All thepossibilitiesarepresentedbelow.

2Atomicity ensuresll participantsitherabortor commit.

o if &; = ¥; A ¥, thenplayer R choosesone of the
conjuncts¥;, i € {1,2}: theproces<;,; is C; and
(I)j+1 is ;.

e if ®; = (¥ A ¥5) thenplayerV choose®neof the
conjuncts¥;, i € {1,2}: theproces<;,; is C; and
(I)j+1 is ;.

o if &; = [K]¥ then player R choosesa transition
Cj i) Cj+1 witha € K and‘l)j+1 isP,

e if ®; = (K)¥ thenplayerV choosesa transition
Cj LN Cj+1 witha € K and<I>j+1 isP,

o if @j = thean+1 iSC]' and@j+1 is W,

o f (ﬁj = A(‘I’lU\Ilz) thean+1 is Cj and(l)j+1 is U, V
(=)t A [=](T1 A A(T1UT)))

o if @j = ﬁA(‘I’lUlIlg) thean+1 is Cj and @]4_1 is
(T2 V ()t A[=](T1 AA(T1UE,))))

o if CI)j = E(‘I’lU\I’z) thean+1 is Cj and<I>j+1 is¥y Vv
(=)(T1 AE(Y,UPy))

o if ®; = —-E(¥,UV,) thenC;y, isC; and ®;,; is
(T V (=)(T; AE(T,UT,)))

Therulesappeaito be complicatedbecausef the pres-
enceof neggationin thelogic. The refuterchooseghe next
positionwhenthe formula hasthe form ¥, A ¥, or [K]T
andthe verifier choosesvhenit hastheform —(¥; A ¥5)
or -[K]¥. As thereareno choicesin the remainingrules
neitherplayeris responsibldor them. Thefirst of thesere-
ducesa doublenegation. The remainingrulesarefor until
formulasandtheir negations.

Figure4 capturesvhenaplayeris saidto win aplay of a
game.PlayerR wins if ablatantlyfalsepositionis reached
and playerV wins if a blatantly true positionis reached.
Condition2 identifieswhich playerwins aninfinite length
play. For ary infinite lengthplay of a CTL gamethereis
only oneuntil formulaor negationof anuntil formulawhich
occursinfinitely often. It is this formulawhich decidesvho
wins. If it is anuntil formulathenit is therefuterthatwins
andif it is thenegationof anuntil formulathenit is thever-
ifier thatwins. To detectwhenaformulaandconfiguration
canappeaiinfinitely oftenwe needonly detectrepeats.

A stratgyy for a playeris a family of ruleswhich tell
the playerhow to move. It sufficesto considethistory-free
stratgyies, whoserulesdo not dependupon previous posi-
tionsin theplay. For playerR ruleshavethefollowing form.

e At position (C,®; A ®2) choose(C, ®;) wherei €

{1,2}.

e At position(C, [K]®) chooseg(C’, ®) whereC = ('
anda € K.



Player R wins
1. Theplayis (Co, ®o) ... (Cn, ®,) and

e &, =fflo0r
e &, = ~([K]¥)and{C’' : C - (' and a €
K} =0.

2. The play (Co, ®g) ... (Cn, ®,) ... hasinfinite length
and there is an until formula A(¥;U%¥,) or
E(%,U¥,) which occursinfinitely often.

Player V wins
1. Theplayis (Co, ®¢) - . . (Cpn, ®,,) and

e &, =ttor
¢ &, =[K|Tand{C’' : C - (C'anda € K} =
0.

2. The play (Co, ®¢) - - - (Cpn, ®,) - - . hasinfinite length
andthereis a negateduntil formula—(A (¥, U¥,)) or
—(E(¥,U¥,)) which occursinfinitely often.

Figure 4. Winning conditions

For the verifier ruleshave a similar form.

e At position(C, —(®; A ®53)) choos€C, ;) wherei €
{1,2}.

e At position(C, (K)®) choose(C’, ®) whereC - C'
ande € K.

A playerusesthe stratgy = in aplayif all hermovesin
the play obey therulesin «. The stratgy = is winning if
theplayerwins every play in which sheusesr. Thefollow-
ing resultprovidesanalternatve accounbof the satishction
relationbetweersystemconfigurationsandformulas.

Proposition1

1. If ® € CTLthenC = @ iff playerV hasahistory-free
winningstrategy for G(C, ®).

2. If ® € CTL thenC [~ @ iff playerR hasa history-free
winningstrategy for G(C, ®).

Proof: See[5].
7. Checking Atomicity in Two PhaseCommit
As asimpleexamplelet X betheatomicformula“there

exists a participantp with p.s = ¢” andY the atomicfor-
mula“there exists a participantp with p.s = a. The safety

property=E({=)tt U =(X and Y")) expressetheproperty
thatour systemnever reaches statewhereoneparticipant
hascommittedandanothemasaborted.

Again we rely of the anorymity of processe#n atomic
formulae X, Y. If P is the setrepresentinghe possible
statesof participantsn our systenthenfor someprocesgo
bein statec meansdp € P, p.s = c.

We modelchecledthis property usinganimplementa-
tion of the gamesbasedalgorithmabove, againstour sim-
ple two-phasecommit protocol. As expectedthe verifier
V' producedha historyfreewinning strateyy. If we addthe
following rule to our system

ps. Ps=1
p-s:=a
andcheckthe samepropertywe find thattherefuter'R’ has
awinning stratgy. Thisis to be expectedbecauseartici-
pantsarenow ableto unilaterallycommitaswell asabort.
Many other interestingpropertiescan be checled in this
way.

Games-basethodelcheckinghasthe advantageof pro-
ducinga strat@y that provesor refutesthe propertybeing
checled. This providesa protocol designetwith a design
cycle. For example,if a safetypropertywereto fail a de-
signercan’play’ thegameandseeexactly why theproperty
fails. Thisthenleadsto modificationsof the original proto-
col andre-verification.

8. Conclusionsand Futur e Work

We have shavn how protocolscanbe modeledusinga
simple rule basednotation. In this notationa processhas
someinternalstatetogethemith aview of remoteprocesses
state.A rule changeshis statebasednits currentstateand
its view of otherprocessestate. Whena processchanges
stateamessagés sentto otherprocessemforming themof
thisfact.

Givensuchamodelwe have shavn how atransitionsys-
tem canbe generated A naiwe stratgy leadsto very large
statespacedut we canexploit the homogeneoubehaiour
of processewithin a particularclassto reducethis dramat-
ically. This techniqueallows usto reasonaboutprotocols
with an unboundechumberor processeslt doeshowever
restrictthe typesof assertionsve canmake aboutour sys-
tems. From a practicalperspectie this restrictiondoesnot
preventusfrom checkingmary interestingproperties.

A games-baseahodelcheckingprocedurevasdescribed
wherea verifier ‘plays’ a gameagainsta refuter The ver
ifier triesto prove a temporalproperty expressedn CTL,
whereagherefutertriesto disproveit. Thisstratgy hastwo
adwantagesover some other model checking techniques.
Firstly, whena propertyholdsor fails evidenceis givento
supportthe fact. Secondly our algorithmdoesnot always



requirethewholetransitionsystemto be generatedeading
oftenmakingmoreefficientthanalgorithmsthatexpandthe
entirestatespace.

In thispapemwe assumenessageareneverlost,only de-
layed,andthatprocessesever crash.By relaxingtheseas-
sumptionmary interestingpropertiesof protocolsemege.
Futurework will incorporatetheseideasaswell asmodel-
ing more complex protocols. The modeldescribedn this
paperhasalreadybeensucessfuin describingmore com-
plex protocols[4]. It is expectedthat using the ideaswe
have outlinedin this paperwe will be successfuin provid-
ing automatedrerificationtechniquedor a wide variety of
protocolsandprotocolervironments.
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