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RPMs in Informatics

This abridgedtech-notedescribeghe useof the RPM
(RedHatPackageManager)in the Division of Infor-
matics?®; in particulay how a usersubmitsan RPM
packagefor installationand restrictionswe placeon
suchusersubmittedRPM packages.

Thefull versionof this tech-noteéncludesashorttuto-

rial andsomehintsandtips onbuilding RPM packages.

1.1 How RPMs are distributed in Informatics

The RPMsthat make up the Division’s Linux service
live,currently in/ usr/ 1 ocal /1i nux/rpns. Ev-
erynight,eachmachinerunsanapplicationcalledup-
dat er prs which installs, upgradeor deletesRPM
packagesaccordingto a configurationfile (living in
[usr/local/linux/rpncfg). updat erpns is
alsocalledwhena machineboots(laptopsexcepted).

The files in /usr/ | ocal /| i nux are themseles
replicatedcopiesof files in the masterdirectory/ ex-

port/ | ocal /| i nux;they aresenedby severalfile
senersto theLinux machines.

ThesourceSRPMslivein / usef ul / sr pns.

1.2 Restrictions in managed environment

An RPM can consistof files destinedto be installed
arywherein amachinesfile space Thishasto bepos-
sible becaus€RPMsare usedto install all the perma-
nentfilesin a system(evenincludingthekernel).

This obviously is a possiblesecurity risk; a rogue
RPM couldinstall a replacemenhaclked versionof a
popularbinary in a directory which is earlierin the
shell path ($PATH) thanthe official version. Eg. | s
is officially in / usr/ bi n, but $PATH is typically
[usr/etc:/usr/bin:/bin:/sbhinsoanRPM
couldputahaclkedversionin / usr/ et c. Not all po-
tential hacksareassimpleasthis; arogueRPM could
consistof perfectlyinnocentfiles, but modify a con-
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figurationfile (eg / et ¢/ passwd) by editing the file
from a pre-installor post-installscript.

We don't checkthatall the RedHatRPMsarewell be-
haved. Instead,we checkthattheir RPMs have valid
PGP signaturesproving that the RPMs really were
generatedoy RedHat; we trust RedHatnot to dam-
agetheir reputationby shippingmisbehaing RPMs.
RPMsfrom other sourceqincluding from within the
Division) arechecledby systemstaf prior to installa-
tion. UsersubmittedRPMsarenot easyto implement
with our currenttechnologybut will beallowedin the
new Division system.

Of course, we trust divisional staf (and post-
graduateshot to createmalignantcode,but it is very
easyto innocentlymalke simplemistalesthathave se-
riousrepercussions.

A significantproblemwith thefile-systembasedpack-
age distribution usedon our Solaris systemsis that
applicationstendedto rot and supportlevels became
very unclearover time. One was never very clear
without someinvestigationwhich files (particularlyin
{usr/local/{share,|ib}wereusedbythecur
rentversionof apackage.

Linux, wherepackagesrecontainedn RPMs,hasal-

lowed us to adopta policy of retuilding RPMs from

their SRPMsat every operatingsystemupgrade;usu-
ally annually This allows us to review whetheran
applicationis still required,ensurethatit still works
andbecausea log is kept of who hassubmittedeach
RPM, ensurethateachRPM hasa valid "owner”. To

make managementf packagegasielin thelongterm,

SRPMS must be submittedalong with the resultant
RPM.

Eventually whenwe have transitionedfrom machine
trustto usertrustfor servicegeg network file-systems)
userswill be ableto managetheir own machineto a
greaterextentandwill beableto installfiles anywhere
they like ontheir own machines.

Oncewe have agoodPGPinfrastructurdn place,only
PGP signedRPMs will be acceptedfor installation.
Thisinvolvesverylittle extrawork for theRPMbuilder
(one extra flag to be specified)but gives extra confi-
dencethat an RPM was submittedby the personwho
claimedto have submittedit.
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1.3 Submitting an RPM

An RPMwhichis intendedfor submissiorfor installa-
tion mustmeetthe following conditions:-

e thereshouldbenoset ui d orset gi d files
e thereshouldbeno preor post-installscripts

e the associatedSRPM should also be submitted
(unlessit is notavailable).

Upgradedo existing packagegasshippedby RedHat
or by systemsstaf) will not be acceptedor distribu-
tion to machinestherthanthoseallocatedto the sub-
mitting user

Mail the location of the RPM and SRPM files and
which machinesyou wish the RPM to beinstalledon
to support @ics. ed. ac. uk. If your RPM meets
all theabove conditionsit shouldnormally be shipped
the next day; if your requests madeby lunchtime. If

it doesnot meetall the conditions,morework will be
requiredto validateit andit may take several daysto

ship.

It is realizedthatthis is not ideal, and usersubmitted
RPMswill beafeatureof thenew Divisional system.

Systemstaf usether pntheck commando validate
submittedRPMs. Userscan usethis programthem-
selesto discorer whethertheir RPMiis likely to meet
theabove conditions.
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