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1 RPMs in Informatics

This abridgedtech-notedescribestheuseof theRPM
(RedHatPackageManager)in the Division of Infor-
matics 1; in particular, how a usersubmitsan RPM
packagefor installationand restrictionswe placeon
suchuser-submittedRPMpackages.

Thefull versionof this tech-noteincludesashorttuto-
rial andsomehintsandtipsonbuildingRPMpackages.

1.1 How RPMs are distributed in Informatics

The RPMsthat make up the Division’s Linux service
live,currently, in /usr/local/linux/rpms. Ev-
erynight,eachmachinerunsanapplicationcalledup-
daterpms which installs,upgradesor deletesRPM
packagesaccordingto a configurationfile (living in
/usr/local/linux/rpmcfg). updaterpms is
alsocalledwhena machineboots(laptopsexcepted).

The files in /usr/local/linux are themselves
replicatedcopiesof files in themasterdirectory/ex-
port/local/linux; they areservedby severalfile
serversto theLinux machines.

ThesourceSRPMslive in /useful/srpms.

1.2 Restrictions in managed environment

An RPM can consistof files destinedto be installed
anywherein amachine’sfile space. Thishasto bepos-
sible becauseRPMsareusedto install all the perma-
nentfiles in a system(evenincludingthekernel).

This obviously is a possiblesecurity risk; a rogue
RPM could install a replacementhacked versionof a
popularbinary in a directory which is earlier in the
shell path($PATH) thanthe official version. Eg. ls
is officially in /usr/bin, but $PATH is typically
/usr/etc:/usr/bin:/bin:/sbin so an RPM
couldput a hackedversionin /usr/etc. Not all po-
tentialhacksareassimpleasthis; a rogueRPM could
consistof perfectly innocentfiles, but modify a con-

1currentlyjustat KB site

figurationfile (eg /etc/passwd) by editing the file
from a pre-installor post-installscript.

We don’t checkthatall theRedHatRPMsarewell be-
haved. Instead,we checkthat their RPMshave valid
PGP signaturesproving that the RPMs really were
generatedby RedHat; we trust RedHatnot to dam-
agetheir reputationby shippingmisbehaving RPMs.
RPMsfrom othersources(including from within the
Division) arecheckedby systemstaff prior to installa-
tion. User-submittedRPMsarenot easyto implement
with our currenttechnology, but will beallowedin the
new Division system.

Of course, we trust divisional staff (and post-
graduates)not to createmalignantcode,but it is very
easyto innocentlymake simplemistakesthathave se-
riousrepercussions.

A significantproblemwith thefile-systembasedpack-
age distribution usedon our Solaris systemsis that
applicationstendedto rot andsupportlevels became
very unclearover time. One was never very clear
withoutsomeinvestigation,whichfiles (particularlyin
/usr/local/

�
share,lib � wereusedby thecur-

rentversionof apackage.

Linux, wherepackagesarecontainedin RPMs,hasal-
lowed us to adopta policy of rebuilding RPMsfrom
their SRPMsat every operatingsystemupgrade;usu-
ally annually. This allows us to review whetheran
applicationis still required,ensurethat it still works
andbecausea log is kept of who hassubmittedeach
RPM, ensurethateachRPM hasa valid ”owner”. To
makemanagementof packageseasierin thelongterm,
SRPMSmust be submittedalong with the resultant
RPM.

Eventually, whenwe have transitionedfrom machine
trustto usertrustfor services(eg network file-systems)
userswill be able to managetheir own machineto a
greaterextentandwill beableto install filesanywhere
they like on their own machines.

OncewehaveagoodPGPinfrastructurein place,only
PGP signedRPMs will be acceptedfor installation.
Thisinvolvesverylittle extrawork for theRPMbuilder
(one extra flag to be specified)but givesextra confi-
dencethat an RPM wassubmittedby the personwho
claimedto havesubmittedit.
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1.3 Submitting an RPM

An RPMwhich is intendedfor submissionfor installa-
tion mustmeetthefollowing conditions:-

● thereshouldbenosetuid or setgid files

● thereshouldbeno preor post-installscripts

● the associatedSRPM should also be submitted
(unlessit is not available).

Upgradesto existing packages(asshippedby RedHat
or by systemsstaff) will not be acceptedfor distribu-
tion to machinesotherthanthoseallocatedto thesub-
mitting user.

Mail the location of the RPM and SRPM files and
which machinesyou wish the RPM to be installedon
to support@dcs.ed.ac.uk. If your RPM meets
all theaboveconditionsit shouldnormallybeshipped
thenext day, if your requestis madeby lunchtime. If
it doesnot meetall theconditions,morework will be
requiredto validateit andit may take several daysto
ship.

It is realizedthat this is not ideal, anduser-submitted
RPMswill bea featureof thenew Divisionalsystem.

Systemsstaff usetherpmcheck commandto validate
submittedRPMs. Userscan usethis programthem-
selvesto discoverwhethertheir RPM is likely to meet
theaboveconditions.
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